Personal use of social networking by employees—both on the job
and off the clock—can cause major headaches for employers who
fail to take the proper precautions.

by Jeffrey T. Cox and Kelly M. Rethman



In this digital era, timeworn notions of
client development and prospecting for
business have been complemented (many
argue, supplanted) by the advent of new
online social media and networking op-
portunities. Once, the cultivating of
business relationships might have been
most routinely affected by the swapping
of business cards while exchanging war
stories over cocktails or after a heated
battle on the golf course. Now add on-
line social networking to the arsenal. For
those less tech-savvy, “[o]nline social net-
working is the practice of using a Web
site or other interactive computer service
to expand one’s business or social net-
work.”! Once merely a convenient way to
keep in touch with friends and family,
online social networking sites have be-
come one of the easiest—and some con-
tend, most effective—methods of
building business relationships.

Some of the most popular social network-
ing websites include LinkedIn, Facebook,
Twitter and MySpace.? LinkedIn, with
more than 85 million members, is the
most business-oriented of the three.?
LinkedIn allows its users to manage infor-
mation publicly available about them as
professionals, to find and be introduced to
potential clients, to get in touch with for-
mer classmates and colleagues and even to
find qualified job applicants.* With busi-
ness awaiting amidst one’s online connec-
tions, executives and employees from all
the Fortune 500 companies are using on-
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line professional development and business
prospecting opportunities via the Web.?

Social networking poses

risks to employers

The benefits of online social networking,
however, do not come without attendant
risks. Accordingly, employers (and their
employees) must be mindful of the power
of the Internet to spread news—good or
bad—at light speed. All employees, not
just executives, have access to and use on-
line social networking websites. Conse-
quently, a lot of information sharing can,
and routinely does, occur without the em-
ployer having knowledge of the employee’s
use of the social networking site, let alone
the contents of the information the em-
ployee has posted. Others can view the in-
formation through a connection or by an
Internet search of an employee with non-
private profile settings. Even if the em-
ployee has used private profile settings, an
inquisitive, motivated user of a social net-
working tool may still be able to obtain
the desired information through other
means. Thus, the information could be
available to the employer’s competitors,
government regulators, the employec’s
coworkers, potential new employees,
prospective customers or business partners.
It is easy to see how an employee’s use of
online social networking could potentially
become quick trouble for an employer.

One of many risks to consider is that the
information posted to online social net-

working websites could be used as evidence
in litigation against an employer. Not only
can an employer’s information get into the
wrong hands, but even worse, an employer
may face an enhanced risk of civil liability
exposure based on the content of informa-
tion provided by an employee on his or her
social networking account. For instance, a
LinkedIn account often provides the user’s
employer, the user’s position with such em-
ployer and frequently the types of duties
that position entails. While the law in this
regard continues to develop, courts may
construe this information as evidence that
the employee is acting as an agent of the
employer, which means the employer could
be liable for the actions of the employee.®
Thus, the use and content of an employec’s
social networking site may become the lia-
bility of his or her employer. For example,
an employee who unintentionally (or in-
tentionally) discloses insider information
on his or her online networking tool might
readily create SEC liability for his em-
ployer. Similarly, an employer bears the risk
of liability for an employee’s blog state-
ments if the content of the blog includes
defamatory statements about another and
blogging is one of that employec’s job re-
sponsibilities.” The list does not end with
potential disclosure of insider informa-
tion or the risk of defamatory, embarrass-
ing or inappropriate content. Consider
the following scenarios.

* After completing a long, stressful shift,
a nurse makes a Facebook status update
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that inadvertently discloses confidential
medical information, creating liability
for the hospital employing her.

* A proud employee copies material
from a recent news article about one
of his employer’s recent successes,
pastes it into his LinkedIn site and, in-
stead of passing along good press, the
employee unintentionally creates a
copyright infringement liability risk
for his employer.

* An employee posts explicit material on
her MySpace page, or even on a co-
worker’s page, that might be deemed
sexually harassing or lewd and inap-
propriate content, creating not only
employer liability, but also a poor
work environment.

* An engineer, excited about a recent busi-
ness development, “tweets” confidential
trade secret information, making that in-
formation public and no longer a pro-
tectable trade secret for his employer.

* A salesperson, trying to build profes-
sional connections on behalf of her em-
ployer, makes social networking
connections with all of her customers,
making her list of contacts on that site
the equivalent of a public customer list
that is no longer a protectable trade se-
cret for her employer.®

A new employee puts up a Facebook
post about how great his employer’s
new product is without disclosing his
connection with the employer, and
without intending to, simultaneously
dunks his new employer in Federal
Trade Commission hot water regarding
employee endorsements, or exposes his
new employer to the prospect of false
advertising litigation.

* An employee of a small business bringing
a Title VII discrimination claim points to
another employee’s LinkedIn account
that lists her employer’s integration with
a larger company as evidence that the
employer employs at least 15 employees,
thus incurring Title VII liability.”

* An employer files a motion to transfer
the venue of a case to California, which
it alleges is the principal place of busi-
ness of the company, but the opposing
party points to an executive’s social net-
working account that lists her employer’s
place of business as Florida as a reason
for the court to deny the motion.'
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Solutions for employers

What can employers do to prevent them-
selves from potential online social net-
working disasters? In addition to taking
care to effectively plan, communicate and
enforce company policies regarding the
use of such networking tools, employers
should take a critical look at reshaping
their employment contracts. Employment
contracts addressing the use of social net-
working sites provide two major advan-
tages over those silent on the issue. “By
articulating permitted and prohibited ac-
tivities, a company may be able to estab-
lish its ‘good faith, and demonstrate that
certain employee activities were outside
the course and scope of employ (thereby
avoiding imputed liability for the employ-
ees actions).”"! Indeed, an employment
contract clearly setting forth the parame-
ters of the employee’s use of social net-
working sites provides a useful aid in
defense of a wrongful termination suit
that might occur after the employer ter-
minates the employee for using a site
against the terms of the contract."?

There are several categories of information
that employers should focus on when re-
vamping employment contracts to address
online social networking.

Content

The employment contract should set
forth what information employees are and
are not allowed to make public. Specifi-
cally, the contract should address the dis-
closure of confidential information, as
well as the posting of defamatory, copy-
right protected and potentially sexually
harassing material. The contract might
also emphasize the use of common sense
and good judgment when using social
media in a way that affects the company,
its customers or its employees.

Administrative

Employment contracts should also discuss
some of the administrative aspects of so-
cial networking. This includes the hours
when the use of social networking sites is
acceptable and whether the employees
may or should use their work email when
registering their accounts.

Disclaimer

The employment contract should state
whether the employee needs to post a dis-
claimer or make certain disclosures to dif-
ferentiate information posted as an agent
of the employer versus information out-
side the employment relationship.

Right to monitor

While potentially a hot button issue in this
era of mobile communication devices
where the lines of work and leisure time are
blurred, the employment contract might
reserve the right of the employer to moni-
tor employee use of social media while at
work or while using employer issued elec-
tronic devices.

Penalties for breach

Employment contracts should also address
the repercussions of breaching the con-
tract. What are the rights and damages
available in the event of breach? Under
what circumstances would termination of
employment be an appropriate sanction?
The contract should also include the right
to hold employees accountable for use of
their personal devices, and while on non-
work time where the company’s business
interests are implicated.

Employers certainly should consider how
best to use employment contracts to de-
fine the employee’s social networking ac-
tivities. An employer has a legitimate
interest in and can address long-term cus-
tomer relationships, goodwill and proper
treatment of general confidential informa-
tion."? Additionally, employees owe other
employees the duty to not defame, harass
or intimidate.'

As with any employment contract, however,
the terms addressing social networking
should not go as far as to impinge on other
employee rights. Generally, private employ-
ers have much greater freedom to restrict or
inhibit an employee’s workplace communi-
cations.” Indeed, in a carefully watched
U.S. Supreme Court decision, Cizy of On-
tario v. Quon, the Court affirmed that em-
ployers should also have little angst about
rights to online privacy, as employees are
unlikely to have a reasonable expectation of
privacy in social media communications.'
In Quon, an employer (the city) obtained
and reviewed the transcript of the em-
ployee’s pager messages, and the employee
brought suit that the employer violated his
Fourth Amendment rights of privacy."” The
Court found that the search was reasonable
because “the employer had a legitimate rea-
son for the search, and that the search was
not excessively intrusive in light of that jus-
tification.”"® The Court noted that the
search would have been regarded as reason-
able in the private employer context as well,
and specifically noted that “employer poli-
cies concerning communications will of
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course shape the reasonable expectations of
their employees.”"

However, many employees do have a right
to whistle blow and protest, and employ-
ment contracts should preserve those
rights.?® Further, to be mindful of off-duty
lawful activity laws, employment con-
tracts should always have a nexus between
the employee’s actions or conduct and his
or her job performance, the employer’s
product or reputation or another legiti-
mate business reason.*!

Proactively address employee use
of online social networking

The caution for employers is to appreciate
and take advantage of the business devel-
opment and enhanced marketing value so-
cial networking sites offer (competitors
surely are), while also keeping in mind the
inherent risks of the tools. Employers must
recognize that their employees are—un-
questionably—using social networking
sites and, to avoid or at least minimize
business and legal risks, employers should
carefully consider implementing (or revis-
ing) employment contracts to address
specifically permitted and prohibited social
networking use. Employers cannot ignore
the risks social networking sites pose, and
must instead protect their confidential in-
formation, reputation and trade secrets
through all available means; one of the
best starting points is an assessment and
updating of their employment contracts. m
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